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Introduction  
It is difficult to believe that just a few years ago, no one would worry about the 
security of a computer or a computer network for that matter. Computer security 
literally meant protecting your computer from thieves.  Then the landscape 
changed and computer after computer become interconnected forming computer 
networks as we know them today. As this was happening, our personal attributes 
were finding their way into the computer  and eventually into the computer 
network. Computer networks multiplied, merged and grew bigger resulting 
into this one huge global super network that seem to include every connected 
computer around the globe. This global super network is actually a mosaic of 
thousands of smaller public and private networks of varying sizes. Because of the 
interconnection  and interdependence of these networks, what happens in one 
network has the potential to affect every network  and every computer in the 
super global network.

To talk about the security of  this super global network, it suffices to talk 
about the security of anyone of the contributing smaller network since this super 
network is as secure as  the weakest member network. Because of this fact, we 
will focus our discussion  in this paper on a company network we will refer to as 
a private network.

Today, the security of a company is measured by the security of its network. 
The life of a company from its employee records to its daily transaction records is 
stored  on  this private  network. Company networks have become the backbone 
of  and the weakest links in the company’s security. Because of this realization, 
company networks, have over the years,  been protected by a fortified security 
perimeter consisting of firewalls, DMZs, intrusion detection  and intrusion 
prevention sensors  and  many other types of sensors the purpose of which is to 
stop  and prevent any unauthorized penetration into the company network.  The 
perimeter defense has been working well in many networks. Unfortunately, due 
to the changing technology landscape and other forces, this perimeter defense is 
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crumbling with serious consequences. The Diminishing Private Network Security 
Perimeter Defense discuses the causes of this erosion and suggests workable 
solutions.

Forces Weakening the  Private Network Security Perimeter Defense

There is no one particular force that one can point at as the sole cause of this 
weakening process but a combination of many forces  most of them caused by the 
rapid advances in computer technology, the plummeting prices of information 
processing and indexing devices, and the development of sprawling global 
networks. All these are creating  an environment where the  generation, collection, 
processing, indexing, and storage of  and access to information  is made easy. In 
addition, the ease of use has brought users of all character shades on the global 
super network, thus making it  a real wild west where laws are followed at will  
and only the stronger   and most ruthless survive. Let us look at some of these 
forces: 

Proliferation of Malware 

Although the practice of security for the private network has been constant for 
a good number of years, all based on a few well-known standard protocols and 
best practices, the new  and changing technologies have been constantly cheeping 
away on the private network security perimeter defenses  through a flotera of 
software tools commonly referred to as malware. Malware  is an umbrella term 
for a collection of unfriendly  software tools  that include viruses, worms, Trojan 
horse, key loggers, dialers, stealth passwords, password crackers, sniffers, web 
traffic generators, advertisement popups, exploits, rootkits, botnets and zombie 
agents [7]. Malware has become one of the most effective force in degrading  the 
private network security perimeter defenses. 

According to a study from Sophos, an antivirus and anti-spam company, there 
was a sharp increase in the number of malware  from 9,450 in 2006 to 23,864 new 
threats in the first three months of 2007 [11]. According to Sophos, the majority 
of these new threats are now being embedded in malicious Web sites even though 
historically malware have been plaguing e-mail and  attachments. This change is 
a worrisome development because many company websites on company private 
networks are falling victims. 

Among the most popular website based malware is currently the Trojan Fujif, 
which according to Sophos report, accounted for 50.8% of all the malware hosted 
on Web sites in the first quarter of this year. 12.8% of the website checked were 
hosting malicious script, Windows malware was responsible for infecting 10.7%, 
Adware was found on 4.8% of these pages, and porn dialers on 1.1% [11]. 

Emanation and Emission

Identity theft, the stealing and  malicious use of  personal  information for personal 
motives, is now the fastest growing crime of the digital age. This is a result of rapid 
growth in information gathering technologies such as surveillance,  snooping, 



Part 4: The Diminishing Private Network Security Perimeter Defense 351 

and  sniffing.  It is a  new “gold rush” of the information age by hackers  and 
other unscrupulous  individuals. A lot of this information is gathered by hackers 
as a result of emanation and emissions from electronic devices. Emanation  is 
any modulated signal such as sound or electromagnetic radiation, leaking from a 
device that may be used to reconstruct information being processed or transmitted 
by that device. Emission on the other hand is the giving off of  something like 
gas.

Many data communication equipments, and even data encryption devices, 
sometimes emit modulated optical signals that carry enough information for an 
eavesdropper to reproduce the entire data stream. It requires little apparatus and it 
can be done at a considerable distance, and is completely undetectable [10].  Even 
flickering light from a common screen reflected off a wall according to one study, 
can reveal whatever appears on the screen of a PC monitor.  Also blinking lights  
and other optical signals from the little flashing LED lights dotting everything 
from modems to network cards, routers  and keyboards, can be captured with a 
telescope or long-distance lens and processed to reveal all the data passing through 
the device[10]. 

All electronic and electric devices  when in use, give off information in a form 
of  radiated electromagnetic signals. When this happens, the intruder near by just 
needs to  intercept the signals with an appropriate recorder.  Radiated signals may 
carry actual information that attackers may want to capture  and   recreate some 
or all of the original information. 
There several emanation and emission sources including:

•	 Device Emanations 
o	All video displays such as CRTs and LCDs emit a weak TV signal.
o All cabling, including serial cables using by ATMs and Ethernet cable used 
by   PCs.
o Keyboard RF  or Bluetooth keyboards give off emissions modulated by 
pressing   a key.

• Power line leakage.
o	Power circuits pick up RF signals from nearby devices and circuits and 
conduct   them to neighboring buildings.

•	 Sound.
•	 Smartcards such  credit-card with embedded microprocessor or memory emit 

signals when in use.

Emanations  and emissions leakages can be captured either passively or actively. 
In passive capturing,  techniques such as wardriving  and electromagnetic 
eavesdropping are used. In both wardriving and electromagnetic eavesdropping, 
the recorder is set up in a slow moving or parked vehicle. The record can also 
wirelessly captures wireless broadcast signals. Several techniques are used in active 
signal capturing, including:  
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•	 Using specially designed software commonly referred to as TEMPEST viruses 
which includes malware that scans infected computer for desired information, 
which it then broadcasts it via RF signals.

• Using phones near transmitters can cause data to be modulated by the phone 
and transmitted.

• Listening to high frequency signals on connected cables like power lines and 
electromagnetic radiation leaked from computer devices.

• Disrupting computations by inserting power glitches.
• Causing glitches or jamming by inserting transients into power or clock signal 

to induce useful errors.
• RF Fingerprinting by identifying RF device based on the frequency behavior.
• Radio Direction Finding (RDF)  by locating the direction to a radio 

transmission. 
• Traffic analysis using cryptanalysis techniques to capture and analyze data ever 

a period of time 
• Signals collection of different signals and extracting information from them.
• Sniffing monitored  traffic.

Theft

A considerable amount of  information is lost via theft of digital devices including 
laptops and memory sticks. Company secrets including network access information 
is always lost along with these devices. 

Advances in Wireless Ad-hoc Network Technology

A wireless ad-hoc network is a computer network where each node communicates 
with each other through wireless links.  The network is ad-hoc because each 
node acts as a router to forward packets of other nodes, and as such the routing 
determination from source to destination is made dynamically based on the 
network connectivity. Mobile Ad-hoc Networks (MANeTs) are extremely 
helpful in supporting and forming an instant, self-organizing and infrastructure-
less network.  

Wireless ad-hoc routing protocols are designed to discover and maintain an active 
path from source to destination.  Many protocol designs, such as Dynamic Source 
Routing (DSR), Ad hoc On Demand Distance Vector (AODV), and Greedy Perimeter 
Stateless Routing (GPSR), are defenseless protocols because they assume that all wireless 
nodes will follow the specified protocols in a benign environment. However, some 
wireless nodes may deviate from protocols in various ways, and traditional network 
security solutions are not applicable to wireless networks due to the lack of physical 
boundaries.  Also defenseless protocols are not able to handle misbehaving nodes 
during  packet delivery.  Reliability and security concerns, therefore,  are abound in 
MANeTs because they can create opportunities via misbehaving nodes.
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The Peripheral Loopholes

Modern computers use a large collection of peripheral devices to provide 
communication and storage. These devices, usually optional hardware pieces to 
enhance the computer’s functionalities, interact with the operating systems kernel 
which controls them via their drivers. Based on the history of viruses, peripheral 
devices have been used to propagate viruses. For example floppies were used to 
spread viruses. Also iPods have been known to spread security threats.   USB devices 
have also been shown to have high risks of disclosing of proprietary information. 
Also certain functionalities of USB devices such as storage have been shown to 
hide functionalities such as keyboard and mouse that can be automatically used to 
launch an attack when connected to another computer. 

Open Architecture Policy 

Cyberspace infrastructure was developed not following a well conceived and 
understood plan with clear blueprints, but it was developed in steps in reaction 
to the changing needs of a developing intra and inter communication between 
computing elements. The hardware infrastructure and corresponding underlying 
protocols suffer from weak points and sometimes gaping loopholes partly as a 
result of the infrastructure open architecture protocol policy. This policy, coupled 
with the spirit of individualism and adventurism, gave birth to the computer 
industry and underscored the rapid, and sometimes motivated, growth of the 
Internet. However, the same policy acting as a magnet has attracted all sorts of 
people to develop exploits for the network’s vulnerable and weak points, in search 
of a challenge, adventurism, fun, and all forms of personal fulfillments.

Lack of Basic Trust Relationships

Compounding the problem of open architecture is the nature and the working 
of the communication protocols. The Internet as a packet network works by 
breaking data, to be transmitted into small individually addressed packets that are 
downloaded on the network’s mesh of switching elements. Each individual packet 
finds its way through the network with no predetermined route and is used in the 
reassembling of the message by the receiving node. Packet networks need a strong 
trust relationship that must exist among the transmitting nodes. For example,  if  
one node is malicious or misbehaving, there is no way to deal with such a node  
and no way to inform other nodes in the network about it. 

Such a relationship is actually supported by the communication protocols like 
three way handshake.  The three-way handshake establishes a trust relationship 
between the sending and receiving nodes. However, network security exploits like 
IP-Spoofing, SYN-Flooding and others that go after infrastructure and protocol 
loopholes do so by targeting and  undermining this very trust relationship created 
by the three-way handshake. 
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Distributed Denial of Service Attacks (DDoS)

Distributed denial of service (DDoS) attacks are generally classified as nuisance 
attacks in the sense that they simply interrupt the services of the system. System 
interruption can be as serious as destroying a computer’s hard disk or as simple as 
using up all the system available memory.

Although we seem to understand how the DDoS problems do arise, we have 
yet to come up with meaningful and effective solutions and best practices to deal 
with it. What makes the search for a solution even more elusive is the fact that we 
cannot even notice that a server is under attack since the IP spoofing connection 
requests, for example, may not lead to a system overload. While the attack is going 
on, the system may still be able to function satisfactorily establishing outgoing 
connections. Which brings one to wonder how many such attacks are going on 
without ever being detected, and what fraction of those attacks are ever detected.

Network Operating Systems and Software Vulnerabilities

Network infrastructure exploits are not limited to protocols. There are weaknesses 
and loopholes in network software that include network operating systems, web 
browsers, and network applications. Such loopholes are quite often targets of 
hacker aggressive attacks like planting Trojan horse viruses, deliberately inserting 
backdoors, stealing sensitive information, and wiping out files from systems. Such 
exploits have become common. 

Limited Knowledge of Users and System Administrators

The limited knowledge computer users and system administrators have about 
computer network infrastructure and the working of its protocols does not help 
advance infrastructure  security. In fact it increases the dangers. In a mechanical 
world where users understand the systems, things work differently. For example 
in a mechanical system like a car, if such a car has fundamental mechanical 
weaknesses, the driver usually understands and finds those weak points and repairs 
them. This, however, is not the case with computer networks. As we have seen, 
the network infrastructure has weaknesses and this situation is complicated when 
both system administrators and users have limited knowledge of how the system 
works, its weaknesses and when such weaknesses are in the network. This lack of 
knowledge leads to other problems including [2]:
• Network administrators not using effective encryption schemes, and not using 

or enforcing sound security policies.
• Existence of a persistent class of less knowledgeable administrators and users 

who quite often misuse passwords and they rarely care to change passwords.
• Network administrators’ lack of understanding of social engineering practices 

and techniques. Social engineering is a process in which users carelessly give away 
information to criminals without being aware of the security implications. 

• Network administrators failing to use system security filters. According to 
security experts, network servers without filters “are the rule rather than the 
exception.”
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• Network administrators often forgetting to use recommended patches. 

The Growing Dependence on Computers

Our dependence on computers  and computer technology has grown in tandem 
with the growth of computer networks. Computer are increasingly becoming part 
of our everyday life. From Wall Street to private homes, dependency on computers 
and computer technology shows no signs of abating. As this dependence grows, 
the family cabinet that used to store the family’s treasures has given way to the 
family computer. So has the family doctor’s files,  our children’s school file cabinet, 
and our business and workplace employee cabinets.  Yet as we get more and more 
entangled in a computer driven society, very few have a sound working knowledge 
and an understanding of the basics of how computers work. Indeed, few show any 
interest in learning. In general, technology works better and is embraced faster if 
all its complexities are transparent to the user, and therefore, user-friendly.

Lack of Planning

Despite the potential for computer and computer network abuses to wreak havoc 
on our computer dependent society, as demonstrated by the “Love Bug” and 
the “Killer Resume” bug, there are few signs that we are getting the message and 
making plans to educate the populace on computer use and security [5]. Beside 
calling on the law enforcement agencies to hunt abusers down, apprehend them, 
bring them to book with the stiffest jail sentences to send a signal to other would-
bes, and demanding for tougher laws, there is nothing on the horizon. There is no 
clear plan or direction, no blueprint to guide global even national efforts in finding 
a solution; very little has been done on the education front.

Complacency

People tend to develop a certain degree of security with a growing domain  of 
experience  usually acquired from long hours of working in the same trade. 
Network administrators also do the same. After several years of experience  
working with a computer network, they acquire that  false sense of knowing  and 
being able to handle every possible eventuality that may happen to the network. 
But as is always the case with technology, this is dangerous and  as it is a false sense 
of security. 

Inadequate Security Mechanism, Solutions and Best Practices

Although computer network software developers and hardware manufacturers have 
tried to find solutions to the network infrastructure and related problems, sound 
and effective solutions are yet to be found. In fact all solutions and best practices 
that have been provided so far by both hardware and software manufacturers have 
not been really solutions but patches.  These best known security mechanisms 
and solutions, actually half solutions to the network infrastructure problems, are 
inadequate at best. More effective solutions to the network protocol weaknesses are 
not in sight. This, together with the lack of apprehending the perpetrators highlight 
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an urgent need for effective solutions and best practices that are still elusive. Yet 
the rate of such crimes is on the rise. With such rise, the law enforcement agencies 
are not able to cope with the rising epidemic as they lack both technical know-
how and capacity. 

Poor Reporting of Computer Crimes and a Slow Pace of the Law

Meanwhile headline-making vandals keep on striking, making more and more 
daring acts with impunity. Along with those headline makers, there are thousands 
of others not reported. The number of reported cyber crimes tracked by the 
Computer Emergency Response Team (CERT), the FBI, and local enforcement 
authorities is low. In fact according to reports, two-thirds of computer firms 
do not report hacker attacks [3]. Similar numbers are probably found in the 
private sector. In a study by the Computer Security Institute (CSI), of the 4,971 
questionnaires sent to Information Security practitioners, seeking information on 
system intrusions, only 8.6 percent responded. Even those few responding, only 
42 percent admitted that intrusions ever occurred in their systems [4]. This low 
reporting rate can be attributed to a number of reasons including:
•	 Many of those who would have liked to report such crimes do not do so because 

of both economic and a psychological impact such news would have on both 
the shareholders’ confidence and the overall name of the company. Lack of 
customer confidence is a competitor’s advantage and it may spell financial ruin 
to the company. Some companies are reluctant to report any form of computer 
attacks on their systems in fear that others, including shareholders, will perceive 
company management as weak with poor security policies.

•	 There is little to no interest in reporting.
•	 The law enforcement agencies, do not have highly specialized personnel to 

effectively track down the intruders. Even those few are overworked and 
underpaid according to the ABCNews report [3].

•	 Companies and businesses hit by cyber vandalism have little faith in the law  
enforcement agencies.

The law enforcement situation becomes even more murky when it is on a global 
scale. The global mosaic of laws, political systems, and law enforcement capacity 
make badly needed global efforts even more unattainable. Yet, as the “Love Bug” 
e-mail attack demonstrated, computer attacks have become global. This is making 
the search for perpetrators even more difficult. 

Also current wiretap laws were designed for lengthy surveillance in one place 
in order to build a case. And if there is a cause to track down a perpetrator, court 
orders must be sought in every judicial district, which takes time and may lead to 
evidence getting altered or destroyed altogether. However, cyber attacks that are 
quick and can instantaneously have a global reach cannot be monitored from one 
place, and evidence cannot wait for court orders. To be effective laws must allow 
investigators, among other things, to completely trace an online communication 
to its source without seeking permission from each jurisdiction. 
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Security Loopholes in New Technologies

New technologies are creating gateways to restricted areas of any network in a 
number of ways including:
•	  Utilizing unknown weaknesses  in the new technology
• creation of new opportunities in the existing technologies to access the network’s 

restricted areas.

Bluetooth technology is a good example of  these new technologies.

Bluetooth Technology

Bluetooth is a pervasive technology that supports wireless technologies in limited 
environments such as buildings and rooms within buildings. This technology can 
support and unifies a variety of everyday devices such as PCs, cellular phones, TVs, 
Wi-Fis, point-of-sell terminals, and many household devices including refrigerators 
and washing machines. The devices with the greatest growth and of interest to us 
are the smart wireless phones such as the blackberries. These devices offer all the 
functionalities of a wireless phone  but in addition, they integrate more advanced 
functionalities  of handheld  devices such as operating systems services. Smart 
wireless phones are, therefore, able to perform most of the services of a PC and 
at the same time retain the phone services. They can send SMS, MMS, email, play 
videos and MP3 and are used to surf the internet  and can do file transfers. 

Even though Bluetooth technology has well known security protocols,  it 
potentially has security loopholes in its core specifications which can lead to 
compromise in cryptographic algorithms used in Bluetooth communication such 
as sniffing. Other Bluetooth security concerns include [8].
• BlueSnarf – which uses object exchange (OBEX) to push services commonly 

used to exchange files such as business card files that can give an attacker access 
to valuable information found in a user card file.

• Bluejacking – a process to hijack exchanged device identifications during 
associations which may offer a way for an attacker to trick a user into allowing 
an attacker to access codes thus allowing a hacker into the system. 

• BlueBug – which allows unauthorized access to the phone’s set of “AT  
commands” thus allowing access to vital phones services including voice and 
text messaging.

• BlueBump – which utilizes Bluetooth link keys to allow unauthorized access to 
most device services leading to information theft.

• BlueSmack –  a denial of service (DoS) attack which has the potential to knock 
out device services. 

• HeloMoto – is a combination of BlueSnarf and BlueBag, first discovered on 
Motorola phones; hence the name.

• BlueDump – which causes device to dump the stored link keys thus creating a 
weakness for a key-exchange sniffing.
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• CarWhippers – which allows the default configuration of hands-free headset 
devices to be hijacked resulting in a potential for PINs  being  accessed 
illegally.

• BlueChop – is also a DoS attack which can disrupt any established Bluetooth 
piconet.

Many of these attacks  can get an intruder into systems using mobile technology. 
These attacks can also be performed at a distance using languages  antennas and 
modified Bluetooth dongles [8]. 

Efforts, Solutions and Best Practices 
Preventing the erosion and thus finding an effective secure perimeter defense for 
a  private network is the Holy Grail  of  the solution to the network security 
problem. Can this be done? Probably not but efforts must not cease because as we 
know, we are chasing a solution that is a moving target sometimes moving  faster 
than our efforts. 

It is not our intention to leave you with the impression that there are no 
solutions yet and that we are fighting a losing battle. Solutions and best practices 
that can create a secure private network that has a high level of privacy, security, 
reliability, and integrity of information can be found.  For such solutions and best 
practices to be effective, they must involve three strategies: user moral education 
concerning the use of the infrastructure and computer technology in general, nut-
and-bolt security solutions and best practices to protect the networks, and  a strong 
updated legal framework and  an effective law enforcement  regime [6].
• Security Through Moral and Ethical Education of the User  in which we 

explore: 
o  Morality and Ethics
o  An Ethical Education for the Worker: Codes of Conduct 

•  Building Secure Hardware and Software Systems  in which we explore:
o Network  Security Basics 
o Security Threats  and Vulnerabilities
o Security Assessment, Analysis, and Assurance
o Access Control, Authorization and Authentication
o Perimeter Defense: The Firewall
o System Intrusion Detection and Prevention
o Security in Wireless Networks and Devices
o Best Practices to Deal with Emanation and Emissions

• Security Through Deterrence: Computer Crime Investigations  in which we 
explore:
o Digital Evidence and Computer Crime
o Computer Forensics Investigation Process
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o Digital Evidence Collection and Controls
o Evidence Acquisition
o Computer Forensics Analysis
o Writing Investigative Reports

Conclusion
We have shown how technological developments, especially in information 
technology, are slowly but surely degrading the security of the private network 
security perimeter defenses.  While  new technologies create new applications 
and systems, they also create new  but unwanted opportunities for hackers and 
unauthorized system access. We have given  examples of  many new information 
technology-related  applications that have been welcomed  because they are value 
adding technologies and yet they  are degrading  the effectiveness of  the security 
cornerstone of the private network, its security perimeter defenses.  Although this 
is happening, it is not all in despair, we have proposed ways through which these 
degrading forces may be contained. 
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